1. Create service definitions for ports required for RSF-1 communication (See
'Services' in the FireWall-1 Administration Guide, for more information).

Service definitions for RSF-1 network based heartbeats;

TCP Service Properties - rsfnet_tcp | UDP Service Properties - rsfnet_udp ['5__<J
General ] General ]
Hame: |rsfnet_tcp MHame: [rsfriet_udp
LComment; 1FISF-1 Heartheats - vi.x Comment: 1F|SF-1 Heartheats - v2.x

Bl lﬁ- = Calor: B - ]
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T i A h To specify a port range, add a hyphen between the
0 specily & port range, add a hyphen between the loweest and the highest port numbers, for example
lowest and the highest port numbers, for example 1455

44-55, '
: " : [ Keep connections open after Policy has been ingtalled
[ Keep connections open after Policy has been installed

Advanced. ..
Advanced. . g

ITI Cancel I Help ‘ ’TI Cancel ‘ Help ‘

Service definition for RSF-1 UDP based control;

UDP Service Properties - rsfreq_udp

General ]

Mame: ]lsfleq_udp

Comment  [RSF-1 Cartral - UDP

Calor: - - i
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To specify a port range, add a hyphen between the
lowest and the highest port numbers, for exanple
4455

[ Keep connections open after Policy has been installed

Advanced...
Ok | Cancel I Help ‘

Service definition for RSF-1 TCP based control (requires advanced setting — uncheck
‘Match for ‘Any’);




TCP Service Properties - rsfreq_tep [E Advanced TCP Service Properties

Eeneral ] Source port:

To specify a port range, add a hyphen between the lowest and the
highest part numbers, for example 44-55.

Protacol Type: -

Mame: 1rsfleq_tcp

Lomment; 1H5F-1 Contral TCF

Celar: I - i ™ Enable for TCP resource
Port: ]Bﬁ?ﬂ Get

i Session Timeout: * Default 3E00

To specify a port range, add a hyphen between the = - i
Iﬂ\_:;;t and the highest port numbers, for example  Other ,—:“] .
[ Keep connections open after Policy has been installed St eam et

I Start synchronizing |20 E seconds after connection initiation

gdvanced... [Orly for Clusters using an acceleration device supparting this feature,

See the Performance Pack manual for details.)

ITI Cancel I Help ‘ ,T] Carcel | Help

This will generate the following warning and
you should click ‘Yes’ to continue.
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Service group definition of RSF-1 protocols
Group Properties - RSF-1 E|

Mame: 1

LComment; JFISF-‘I Cluster
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BPL ratat TCF rafreq_top
TCR rsp CUETEVE ) U0 pegfre_udp
|

RPC =acdmind
securid T
TCE securidprop
0P zecurid-udp

|

MHew. .

Ok | Cancel J Help ‘

Add a rule to allow RSF-1 traffic between the Cluster nodes.

Optionally, modify the rule to allow RSF-1 connections from a separate
management console, as shown below with MyMgmtStations.

Add a rule for the fwmon process to test FireWall-1 packet filtering is operating
correctly, suggested port is ‘echo’. The rule ‘Action’ should be reject.

DESTIMATION WP

[ Test [ Test

hiyMamtStations IyhgmtStstions

[#] Ay Traftic ‘ RSF-1 ‘ €D accept ‘
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